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642 ~IVAT T T INA B JLUERTE <o, 31
6.4.3 B AT 1ottt 34
6.5 A U TT L R ANDREIES oot 36
6.5.1 R BRI JE 20 oot 36
6.5.2 NNIVATT T T IAINA B oo 37
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TO BB TUHR oo 43
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FF3C

ASCEIE, RS E O RSB B O TH 5 [EERERER Y R 7 +— 7 A
(International Medical Device Regulators Forum: IMDRF)\ ik b, {EEk Sz D TH
Do ANLEHEIT, HHRICER, M, EHLTEDZRU,

22l AXFEO—MXITETE2MOLFIHMATLIGE ., WAL EF 2 HEUN D
=5

SEICHIFRT 284, IMDRFIL, O ETEZ &LV,
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1.0 XU ®HIZ

AR, A X —3y MRy U — 7 BEatkas O H OB B O
ORI T DI DICEN 2 A R— X2 U T ¢ OEEMERE L TNDE, A
N—tX 2 VT4 DA T ML, ERERLOWEBER Yy bV —7 2 HARRRICT 5
T, ANV ARTTHIRRIZEB T A BE T O E T S S CEERENH L, D
DA T v ME, BRI ONERIT AOIRIE, 2 M I Y) 72 15 W AN DR
Lo, BELAEICELAREEND D,

AV AT TR OBRIELEE . A~V AT g X a—F WONCHEY R & O
HHREE 202 TCORE L, EREROY A —tX 2 U7 012 L CHFEFETEE
YD, KHA XA, BEBRE~NT T, A 3= X2V 7 4 2RI HET
DI ODEEBEN T HEAEAE L, FFRIEZ VED A =8 RETFE%% Tl
LT, EEEBRAREL T 27102200 HRERILT 2 2 2B L T\ 5,

NIVATT OV A=t F 2 U T 4 OJFHIEOVERICET 2 ERESIT. BELE2k)
RIS R OMERE 2 MEFEICHERF T D72 DI TH D, L L, BB T 5 EEkss
DY A N—t X2 VT R DLHGNIEBICE 2> TEBY . EEEAEIZES T2,

AN IMDRF A %A%, EEEROTANN—tX2 U7 1T HEBEEEGEZR D7
DO—WFRERANT T 7T 4 AT L LA HNET5H, ACETIE, @
PHM ONHFEZZNZEN 2N R 3 EIZBWTERT D, 4 HTIE, EEELEOY A /3—
X2V T 4 O—RFEANCOWTHIRL L, 5 EE O 6 HTIL, EFREROY A N—FF
2 U7 A IZBET A HRATEE L OHIREEIICK T HRXA NS T 77 4 ATDONTEL
DOHESE RN 2 FALEIR A I 5, TIRATEBIZ DWW TR, BICEREREER I
SEXkTH, HREEBICOWTIE, £ TOEEBGRE CH T -HEREEATRT 5,

ACEX, IMDRFE 23MERL L7z IR OV A N—t X 2 U7 [ L LTZR IO T A
HUATHDHN, EX=2 T IOV TIEIAL BT 5 L THRT % IMDRF (EH L
L T [IMDRF/GRRP WG/N47 FINAL: 2018 MZEF Hiv5, HUiZ CEIT, EEEERE O
o2 (In Vitro Diagnostic : IVD) &M ORGF A MG IZB W TRE TN E K
AREEEMEEZRML L TS, IO ORAREFEEL, EEEROET A 714 71
(Total Product Life Cycle : TPLC) ([ZIES T, KUA X L A LSBT HT LNEE
LV, EOMoOEEETHS [IMDRF/SaMD WG/N12 FINAL: 2014] @ 9.3 TH T,
BREBETHEDEREX 2V T 4 OFFHICOWN TR SN TR, [EFESR Y 7
k=7 (Software as Medical Device : SaMD) DfEF#E ¥ = U 7 4 IZEET LSO
BERNE EDOBNTND,

IN47 D 5.8THITIE, RIET 7 AND DR#ESE, BHEX2 VT A RO A N—tF2 T 4 OFEER
BEREFEENTHINTEY ., BFEEROET A 7V A 7 IVICEST, BAUA F oA Licsl+s 2L
DEE LW,
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2.0 3 &

AICET, ETORMEREMRA ST T, BRkEs VD BERER2ET) OV A —t
F 2 U7 1T 2 —MERNCAR 2 FEARE 207 L ETHE, TR S5~ A B
T T 4 AERET 5 LA ANE LTSN, KALETIE, EEE, ~L A
7T a2 BE R L =R T B D HBS U T EREE S A
THBREZ V(LA N— X2 VT4 VR 2R/MET 52 L2 8V EREGRO
LA OPERE AR L. fkbifE 2 iR 2 72D O BARRI R ISR Z2 I £ &0 T
WD, BITAR A TRRDENIVAT T I asg 2%, EEERPEEND,

AXETIE, 77— =T kN TarS~7rayyrsaryha—53%py 7 hyx
T aATLEREE (B XA A=D1 WA ) . XY 7 Y = 7 BT EE
THERMES (B SaMD) ([T A A N—t X2V T IOV THEREA TV S,
FE A EDOHBIERIL, ORI EREESE DR BMER OPERIZIRE STV D72,
ALEOE ML, BES~OMEENBAET L RMEICEATIHRFHIRES TND Z
LICHETONEN DD, Bz, ERESROMRICEEL LR 5. WIRIEE)CHERE
ERITT, B LTS TZR2BUITRRICEN DA NN—t X2 U T ¢ U AT 1X, KX
EOWE MM & Rl EIND, T—F T TAN—DRELE ZOMOAEELEETHD
2, ALETIHEHEEEN GRS 5, S 60, RLCETIE, WEEFT ORZEEEICH
T A N—tXa VT ¢ ZEHATE LR D, MEXEFOREETHOEX2 ) 7
AZBHT DA NT T 7T 4 ZNTOWTE, KEESLEEERAIFEDT (National Institute
of Standard and Technology : NIST) D% A N—tF 2 U7 4 7L —AT— 7 BIEHRIR L
L COEEREEZRIZLTND,

ALFFUTOFEHEZEX L TS,
o [EFRHEEROBE R OB 2 A N—k %2 U T 4G AT 72 DI, Y
A R=AT Fu—F 2T 5,

o [EREEMROHEIND~NATT A 77 0RENE, KR OEX 2 ) 7 1 &
T 5,

o P AN—EX2UT 413, WERE, ~NVATTTangg a—% HHilN R &
OWEsati s A 2 @ L2 TORREDILRFETH S = & 2T 5,

o ITNOLOEBREIZKH LT, ®LT A T7H A 7 VORIRITIEY , BERLEDY AT %
B/MET D 12Ot e LR RTE A 484 5,

o HEEARTHTDH LI, EWEOY A N— X2 T 4 ZHRT S0, HFF N
DRAKNTSZT T 4 Ai#iT 5,
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PAN—EX 2T 4D 2T b BREOMIHEIZ SN T, EYEZM LS
G A AL T 5 DI OERIA DR Y > — 2 {RIET 5,

¥, EFHEER OFEECAEOMENIS U T, BMOMFNFENLEL2VHEDLZ L

éyfﬂ

HETOILEND D,

3.0 EFH

AXETHWSHELOEFRIL, UL ISR LS., I ONTS IMDRE/GRRP WG/N47
FINAL: 2018 (¥4 %

3.1

32

33

34

3.5

3.6

3.7

3.8

EPE (Asset) : flH A, AR SUIBIFIZ & > TIEDO & 5 . WERLT ¥ # LK
DT 47 4 (ISO/MEC JTC 1/SC 41 N0317,2017-11-12)

WE (Attack) : EPEDOWEE, BFE, KA, B, BH, XIEBTI T\ e
W7 728 L IHMER O ISO/MEC 27000:2018)

8 FE (Authentication) : T 27 4 7 4 QRO =Y M IZET T 5 RiEE D fE it
(ISO/IEC 27000:2018)

EIEME (Authenticity) : =27 17 ¢ Of5#&M: (ISO/IEC 27000:2018)

MEFRFT 5 (Authorization) : BFMEDfT 5. T —Z L OMEFEIC T 7B AT B 1= Dk
MxEf 5352 525, (SO27789:2013)

HERC 1 ISO 7498-2 DEFR (MEFIDOfHE-, 77 v AMEICFKE DS ET 7 & ADOMEF] % £
53252 &2EH5) ITHET S,

AIAPE (Availability) : BR$T DT 47 4 ~DT 7 & X KOO ATaENE
(ISO/IEC 27000:2018)

FisE Y A7 v bae— LB (M52 FE)  (Compensating Risk Control
Measure (Compensating Control)) : BEZRaXatO—# & L THEmSNnbH U A7 2 |k
2—/LFEOREE LT, ITENDERINZ2WGEIZEH SNDRED Y A
7 ar hr—/LFB (AAMI TIR97:2019)

W Alem Y 27 ay be— VR E LTI, JEEENELRT LT v 77—
E NIV 710D A E Sl 5 DR S YN SRR E XN

st (Confidentiality) : B SN TWARWEA, =T 4T 4 ix 7k A
RLU T, HHEHREBIRET. FHIE2WEHE (ISO/IEC 27000:2018)
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a7 ifagatE DB~ (Coordinated Vulnerability Disclosure : CVD) @ Af2E# & Y
Z DM OFEAEEIRE S, WEgs OB RIZELET 5 U X 7 ZRT 5 72 8 Dk R
RO DI BEEE L L TiT Y T A (AAMITIR97:2019)

BT D 07 mt RIS, BT & T MBS BT ST RO RS, T, PR
DIEREDTEND,

30 A NR—X2 VT 4  FHFRE DOV AT ANRIERIES (RIERT 7B A, .

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19

B, s, 2. WREESE) M ORGESN TR, WEME. Batk. WHIYEIZE
TDYU AT NTATHA I NRIRICWE > TRE AR LAVICHERF S Tuv Dk
& (ISO 81001-1)

L FMIE T (End of Life : EOL) : #F0 T4 794 7 iz, ®iE¥EED
ERICHED AWM 2 2 =R OIRTEZH& T3 5 KE5, EOL 2 % 728z
SWTIE, FRX2 EOL 7t 2 (oa—VP~0l%) NEmINS,

HAR— MET (End of Support : EOS) : ®AD T A 79 A 7 iz T, RiE3E
ENETOYR— MEBZPIL$ 50, P—E2AYR— ML, ZORRZIEL
R,

HARVERE « JERER T B 5 DS O MGRIERE DTEREIC W0 T RUE R OFRE
LR B2 AR T )UIRMA A C T RIc R R CTE WY 27 24T LM
(IEC 60601-1:2005+AMD1:2012)

M (Exploit) : MissMEZ @ U CHEMI AT LDEX 2V T4 2RETHHD
BAfte 72 J71E  (ISO/IEC 27039:2015)

FEAME (Integrity) .7 — & DMERK. BE XIIRF I NT2HK. RIERFIEIZLD
I X TV WERE (SO/IEC 29167-19:2016)

U —Eies (LT —H%8)  (Legacy Medical Device (Legacy Device)) : #i
TEDOY A N—tF 2 U T 1 OEBUITKH L TH BN IRGE T & RV EFREER

S8 B5 1E (Non-Repudiation) @ 84E L7 B4 I TE), WNICZEN G Z5 Xk 2
LIz T 47 4 ZFEFH3 58677 (ISO/IEC 27000:2018)

B faE (Patient Harm) B DOZ2T D HRIEF L@ HE % 75 (ISO/IEC Guide
51:2014 % —HRAH)

77 A N— (Privacy) : EANICEET 57 — & Oi&E LR IEE L OME I
LR T2 FAAETE SUXE AR T DIRADR 22 & (ISO/TS 27799:2009)
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320 & (Threat) : TXx =2V T4 2EEL. AEL20EEI LELRN., BEH. 178
MITFRDFET DO X 2 U 7 4 & O AR (ISO/IEC Guide 120)

321 BEET Y 7 (Threat Modeling) : 7 —# OffE, K, S AT —Ev R
EDETY AT MMEELY KT T RO H 2R ITEREZHLNCT 5720
DOFE 7 v A (ISO/IEC/IEEE 24765-2017 72 H 28 &)

322 7 v 77— b (Update) : [EWFREHEIRY 7 N7 2R E LEE, B, @ik
Xixsebic B+ oA W

JERD 10 ISO/IEC 14764:2006 (ZHET D Y 7 b = TIRSHEENCH KT 5,
HERL2: 7Ty 7T — ML, RNy TFRORELENRGEND,

FERL 30 IS R OFE RGBT 2 A TLREHERIHC 22~ 72 Y 7 b U = 7 OB R
Th o,

323 NUF— 3 (Validation) : BEIFGELZIE T HZ LIk T, BT 56
HXIZEHICETA2ERFENW-INL WD I 2RI L2 L (ISO
9000:2015)

EEL 1 "N F— RER LT, N TF = a0 T LTV DAREERT,
HERE 20 NY T —a ik, FEEREIIFHEEREE Tt I b,

3.24 KEE (Verification) : BBIFJGFILAZ 2 R9 25 2 LI K- T, HUEERFIHEI W72
INTWDHZ EEMERTHZ L (ISO/MEC Guide 63)

FERE 11 BGRED DI E R B BRIREL L L Tld, MERROT), BIEIC L DE
AXILEDO LV E 2 —FORHRTHL I LBH D,

AL 20 BRED 2D/ TN DIEENL, BEVET me A LIRS Z LR d 5.
TERD 30 "BRRESS A" &1, MRRENTE T LTV D IREEZ R T,

3.25 WesstE (Vulnerability) : —-2LL FOBEFBIT L o THEH I D W REMED & 5 B FE X
IXEEER 0555 (ISO/IEC 27000:2018)

4.0 — iz HI

AT, EFRESRERR. Blb. B, BT 2RI ERREN G~ & BR

WOV A "=t F 2 VT 4 IZBT L RIRENFEAIZ ", AT A X A0z EL
THRARHENTWD LEIFANT, ERESO SRR A "=t X2 VT 4 2 ESED
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TOICEETHY, ZHICHEY 2L T, BEAEOLELETHIET 2 ETAKRIREZE BN
HIEREIREEIND,

4.1 ERES

BRI O A N—EX 2 U7 00, EEMIEBSINTWS, X2 T 0010
F U MT, PSR LIXBRROBAEZ S| & 23, BEROR RS G NT . RKTE
L 525, BEOKEEMOFBEEZGTS Z %X >, HRrPO~LR7
T VAT LNDBREREE G DT AREERDH L, VA N—tF=2 U T 1 IZkTHEY fHA
DOEFSRIESIT, A/ _X—a U &R L, B2 THROREREERZ B/ BHED
BRI AIRE E 32 LIk, BELEROM AT 272DV ETHL, BTOHE
ERRE L, BEREEROERT A 7V A 7S T2 A RX—t %2 U T ¢ i % [EHERE
BIWDLTENEERIND, Ui, BAERE ERESRORT A T A IV EEL
TFUART <RV A b, EBREHROT Y 7 B RB~ORGEICRT 25 ERETE,
RERICET . TIRBIEBNC BT A AN e N5,

42 BIES A4 7% 4 7 VDK

YA NR—t X2 T ¢ OB OWMETIEICETT 2 U 27 1%, FIHHEIEER )5 EOS (12
D, EFEESEORLFEMCET 22 TOEMEZBL TRFTL2ZENEE LY, YA
Nt 2 VT ¢ OFEEZ NRICERT 5720121, VAT~V Ay a2,
DETATHA 7 MZES THEA L, it B, AL OHRZEASEOSERIZE
WTHANRN—tF 2 VT 4 VAT ZFHMAROREMT 5 Z ENREE LU,

BEME X2 VT 4 EDONRT U AEKDHZ EHNETH D, WEEFIT. VA4 3—%
X2 UT g Dar b — L g OFERE 2 IR TR, R D 222 o OV AR RE
HeFF+ A Z L RNEETH D,

43 FEREEBEME

EFRBERR OV A N = x 2 V7 43, WERE, ~ VR T 7 T aosq &0 BRSO
fagattdE RA OKEEETH D, ETOEFEEBE L, BERESROET A 7V A 7 1%
WLT, WENRYAN—X=2UT 4 U A7 RO Z ke R, R, #2750,
THHIEAE, ST 5720, BLOEMEZEMRE L, tOFERRE L BRI EE T 508
N5,

44 HHREF

P A NR— X2 VT ICEHTDEROLFIT, BRETEX o T R EREREERT D2
OO TPLC 7 7 e —F OREBEFRATH D, TA N —kXa VT 4 DIFRZILAGT DD,
2 TOERMERE D, TRATE O MR & ICERANICSHST 5 2 &R S b, EiFe
SHERREBFEINDHZEICE-T, 2 TOBERMYEREN, BREFFEL, HETsU X
7 EFHME L., FAUSEBERINT DO ORNNRKLT D, TO—BRELT, £2CDH
ERRE 1L, EHRHEE N QBT D~V AT T A 7 T 0% ek, PhE, etk Ok
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X2 UT 4B LEDITAN—X2 T DA T b, BEEOWIHHEIC T
LMK aIa=r—va ki, HREAH0HHR (Information
Sharing Analysis Organizations : ISAOs) (ZFEMBAYIZSINT 5 Z LA REhEN D, ZD X
IRV IAEITH Z LT, EHEAM EESEHZENTED, AN TIT 4 RE
LTSNS O —ODOEHRILAFIEL LT, Wil esstEoBRNZFE T 6 b,

Frm, BEEE DB TRIANAT T Fung B R OER SR — I LR o —
ZEATLHZ L, Tad AT Ao T Am e V55, BRI, BEFEe

ZERRAINCRE L. MERFT 272012, ANOKIHIY R EERICET 5 Z R8s 5,

5.0 EEBEBRY A N—tv X2 U T 4 OFIRETEEFE

EIEER DY A N— X2 7 4%, ®WEOLET A 7HA 7 WVIES THRHNT D2 LN
YE LS, BUEEE N EREESS m%w@m#&W&U%%¢ (XS T _RE EE RS
N D, HIRATOBERZICIL, 1) BF = U T 1 HEE P HAGATe Z &L 2) R TE
5UX7V*V%VF$E%E%T5:E\%t%:U?%ﬁﬁ\E%%%%?%n
TIGEHAT D700 O —HFITxb T 5 A i 25 SRt O RE IR EY D 72 8O D ) & 7.5
THZENEGEEND, BEER L. AROMRMER 2T 58, BRILZEB0 0
FIRBEEICMZ, AT RAERBGERO TV A 2Bt T 22 EREE L, 2L
FOFKETIE, o0& EMiT 25 L, ®E T4 794 7 v ol Bk
5 RE R ~ORREIH AR T D, B, EEEGY 7 o274 7% A4 7V
EENL, IEC 62304:2006/AMD 1:2015 I E SN TV 5

50 EXz2VTF 4 ERBHEOT —F7T 7 F ¥ &et

T ) v TE RFHEBE T A N—t X2 U T o ([THEBAICR R D 2 ko T
SR TTIRG TR B OA 21T 9 L0 bEBELHEORENEZ L VMY 5 2 LB HRETH
Do ZOXIREEFA Ty M, ERFHOME, BEHREERR U I THERAT & Ok
BDUVRIT <R Ay MRS, WO T A 7H A 7V EE LTk L B C VT
=D,

xRV T ERFHL, TA T A 7 VOGN 1 R DOBREHEUT O B THREE
TEHZENEELY, EX 2T 4 ERFEXOEFXF 2T VRT3 b —)LFBE
OIE®IL & L TiE, AAMI TIR 57:2016, IEC TR 80001-2-2, IEC TR 80001-2-8, ISO
27000 ¥ U — X NIST PAT# (bFx =27 Y7 P U =TBHE 7 L —LTU—7 (Secure
Software Development Framework : SSDF) %§) . OWASP Tli7# (REHRANCE S &
= U7 (%) | ENISA HIAT¥ . KEA~V R T T R OV RA A 5y 57 1 3 T e

(Healthcare and Public Health Sector Coordinating Council : HSCC) & [FH A /N —tF 2
V7 4 U—%2 77— (Joint Cyber Security Working Group : ICWG) DOFITH (&
[t =7 1 3% E1d D,

BUEEE D AERMORGT CEET 2 Z ENEE LWEHEAIZ R 1IR L7z, AL,
R UFZRERV A FEERT 26D TIFRLS, HSETHHRTH D,
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axEHIR A

G

X o7 REBE

ORI, BRSSPSR IRy N —7 LS
NDHFRIZOWTHREFT D Z ERZEE L, S 5T,
BN VEREENE EN 5, iAo f & LTit,
Wi-Fi, 4 —H% %> b, bluetooth, USB ZE=NRZEIT 55,

BLESEF T, AN D DA ST OIH TR . BTHO AT OMEE
BEEZ BRGHT 5 2 LT oW TG L. ZaMEMEWE(E LS
PAR— R STV WERERSC, ZENT Y hT—27 X3
U — R RS & B L CIllE 9 5%, SMEREE L s
LB EEETHIENEE L,

BUEZEAL, ERESROEZET — ik 2 RIET 7 A
RIEZR W2 ST R BCE D B IRET 5 FEIC OV TRETT 5
TENEELY, BIAE, BEEETERKS/ VAT LH
W(E DAL ik, o fboBEE, BICHEShiza~vy
RET =2 ORERE LR THiE, TOREDIRHBIER
WG A UM A OISOV TR T A Z ENEE L
U,

7 5 R

RLEEE L, EFREIICRTE S N D U2 E s b et
BT — & B BALEIC L DV IRE T D ESIC OV TR T 5
TENEFE LW, BlZIE, SR T — RIS ko T
SNy a2t LTRETDHZENEE LY,

BT IT, WET 2 ha Lo ye—VRIE, o—Ar R
I A REET D70 IR S ELONEN IR T 52 & %
B <CT-dis, BEMHEIRD Y A7 av ba— L REOELRIC
DOWTHRFTT DT EMEE Ly,

3%
S
el
il
HF

BYERRIT F— X OERY LA TR T & AR O EER
ZHIWrT A 72012, BEEu JHEEO R — FNE, VAT AL
NNUVDT —FT 7 F Y EFHMOTHZ EDREFE L,

BEEFIL, B Y 7 MY = T ICRT ARIERSGE %, B
BREER DSEEMEICET 2 U A7 1oV THRET 2 Z LR E
LV,

ALUEESIT. VANA, ARA 2T, T AT =2T KN
FOMDEEDH % 2 — RNEEEG CEITIND 2 L&
ST, w2 TRESEDa Ly ha— LI ONWTHKREFET 5
TEMEE LYY,

==V ORE

BLEEF L, EFREESROEHE OBRRE, Hix 7e o —F O%EE|
W UTe T 7 B 2K 5 XUTBREREO T 7 2 A%, 22—
FOT 72 AHENZOWTHREFTT 52 ENEE LY, £,
B D EF OB R O TR URBREE A A LenwZ &
MEEE LV, FREAEXIIT 7 B AZrOF L LTlx, AT —
R, N—RT =7 F—, EREGE IO ERHEER Tl ARk
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TERWIEEHMESH DR H D,

REEE L, EMNRT v 7T — hOFEB T o A LR
nE ARSI L, EOEREILETHT ENLEE L,
RYEEE L, A —TFT 4 VAT A, = R—F 1 X
3t —T ) —ADYT NI =T DT v I T — N T OVE
HGHEIZOWTHREHT 2 EREE L, T, fEES
X, Y7 RO =T DOT v 7T — R, BETRWNWAA—=Vg v
DFARV—F 4 T AT N FCEET HERESRY 7 Y
=T BRI L o T nWA R L =T TV AT A
BRBE DRI M 2L ET 5 Z ENREE L,
%ﬁ%%ﬁ\%tﬂ%%éﬂt%4ﬂ~ﬁ#19?4®%%
PEIZRI LT X a7 THDHI-DIZ, EFEROT v 75—k
FIEZOWTHETT 5 2 kﬁmibw BlziE, 77 T—
MZBITFDH2—FINAOELG, EFEESICL28E8 7 v 77
—b®£7\7/77~%ﬂ@$%ﬁ®ﬁ P & MERRICTER
Br NFE ST L ERGET 2 FIEEICET A RN E £
o

WE¥EF X, 7Ty 7T — NEFEET H DK BRI
WTHRMT S Lk, oa— FOBL SO kxR X
X7 v 77— N OEIEMEERGET 5 HEIC OV TR 5 2
ENREFE L,

V7 MU = TRSF

FUEER L., RFAEIC KD EREIRA~DT 7 2 A &[G 1ET
HFECOVWTHRHNT DL ENEE LW, FlziE, A—F%
W T 7 & A WHEICa v 795, "= ~DT 7 & A& YR HIBRS
B XIT B ZBGER LT B r — T Vv W=7 7 2 A B2
LT 2FOFEERFTHZENEE LY,

BUESERT, BRSO REAVER MR T 5720, A3 —
{EHEME N OVl FME X UT o BN, B, kG OME IH T 2% EHERNE
WICOWTHRETT D2 ENEE LV,

F1. ERBESHEOREHIRT DRANFRICH T SRR

TR 2 TRBBOFANT, X o 7RG > TRERAIKRTH D, BEDEL
DT RN =TT A 79 A 7T A IEEEKIL, ZOFAIZ T D054
@h?mébﬁ@@@woE%%%V7k?:7%%%¢5%%¥%m\Eﬁ@y7k
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7.0 23 3CHR

7.1

1.

IMDRF &

Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

7.2 Bk

3. AAMI TIR57:2016 Principles for medical device security—Risk management

4. AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

5. IEC 60601-1:2005+AMD1:2012, Medical eclectrical equipment - Part 1: General
requirements for basic safety and essential performance

6. 1EC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

7. 1EC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

9. IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

10. IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing
the security capabilities identified in IEC 80001-2-2

11. ISO 13485:2016, Medical devices — Quality management systems — Requirements for
regulatory purposes

12. ISO 14971:2019, Medical devices — Application of risk management to medical devices
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13.

14.

15.

16.

17.

18.

19.

20.

21.
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ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1

ISO/IEC 27000 family - Information security management systems

ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part 1: Principles of incident management

ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 29147:2018, Information Technology — Security Techniques — Vulnerability
Disclosure

ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability
Handling Processes

ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems

73 HHEISER/OTA XA

22.

23.

24.

25.

26.

ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27. FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)
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34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)

7.4  ZOMOEE KRS E ITER

38. CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://csre.nist.gov/CSR C/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-

vulns-draft.pdf

41. Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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44,

45.

46.

47.

48.

49.

50.
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https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

MITRE CVSS Healthcare Rubric
https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-
devices

Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

Open Web Application Security Project (OWASP)
https://www.owasp.org/index.php/Main_Page

Manufacturer  Disclosure ~ Statement for Medical Device Security (MDS?)
https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Security.aspx

ECRI approach to applying the NIST framework to MD
https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Devices.aspx

National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoption Group

https://www.ntia.doc.gov/files/ntia/publications/2016_ntia a a_vulnerability disclosure_insi

ghts_report.pdf

https://republicans-energycommerce.house.gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf

https://resources.sei.cmu.edu/asset_files/SpecialReport/2017_003 001 503340.pdf
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8.2 MBEB: BN KEHEEORRICETAZMBEDOY V—2

F—=ArZVT
CERT Australiac (CERT A—X k7 U 7)
https://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/

TIIN
All Certs in Brazil(7 7 ¥ /V[E|N® CERT —%&)
https://www.cert.br/csirts/brazil/

AFE
Canadian Centre for Cyber Security(% 7 # %A N—t X 2 VT &L & —)
https://www.cyber.gc.ca/

RRM
CERT European Union(CERT BK/JIH3H &)
https://cert.europa.eu

AV
ANSM
https://ansm.sante.f1/

https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(~7 7 A JEA445)
https://solidarites-sante.gouv.fr/soins-et-maladies/signalement-sante-gouv-tr/

Shared Health Information Systems Agency(JL A [ E #H o A 7 LJT)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security([EZfEH > A7 Lt ¥ =2 U7 o
IT)

https://www.ssi.gouv.fr/en/
et

CERT Germany(CERT K- )
https://www.cert-bund.de/

AFZIVT
https://www.csirt-ita.it/
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HA

Japan Computer Emergency Response Team/Coordination Center(JPCERT = —7 ¢ Rr—3/ =
>t 4 —JPCERT/CC)
https://www jpcert.or.jp/vh/top.html or https://www jpcert.or.jp/english/

YUHAR—)
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE
Industrial Control Systems CERT(P£ € #il4#] 2 2 7~ s CERT:ICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT [%])
https://www.us-cert.gov/

2020/3/18 Page 51 of 51

53753 R—Y


https://www.jpcert.or.jp/vh/top.html
https://www.jpcert.or.jp/english/
https://www.csa.gov.sg/singcert/news/advisories-alerts
https://www.us-cert.gov/ics
https://www.us-cert.gov/

WAHER10208 15
Rk 2941 0H 2 0H

HWEMREEEES (R E &

JEAETTEE RS - AL R R RS AR A PR R
( & H & B )

ERIEaE 7 0 7T DO —EZE IS E ) BRZE Tt & FORPFNICONT

R 7 1 77 AOEKGBHGEE OB HOWTIE, [EEER T 2 77 A
DWW T) CFEk 26 4 11 A 21 AfHTEAKS T 1121 5 33 5, FER
I 112155 1 7, FEEEERRIE 1121 55 29 5 JZAEGBHEREETESEE (ER
Beas - F/AEERERGEAEENY) | BATBEEESNRHLENRRE, B
AT EIE R RS - RERIERmA) FICLVRLTNnDHEZA
<7,

Fio, ERREER A O BIE I TE KGR O — A T 5 K OV S T JR D Hidl
UMD TR, TERBE RS O TSGR R FE OERRICEE LB T R & HIHIZD
WL (CFRR 26 4F 11 H 20 AAHTSEEEES R 1120 35 1 BRATEE KREE RS
HE (FEFEER - FARRSRAFAEHAY) ), [ERESRO —HBER
ZFED FReX oW T (AL 20 4 10 A 23 BT SERHIEEE 1023001 R4
FABNA 5 FE A SR AR A PR R R A L R ) RO TR o —
BRZE WAL S WS Tt & ORI OV T CFERL 29 4 7 A 31 B AHT 3R
AEREFERE 0731 35 5 BRI 5K - AT AE R [ s AR R A B R E )
FBIZXLVRLTCEREZATT,

A, EREERR T 00T LD FITEE D BIRZE F R & 0Tk IS
WCHIERO EBY LD FEDE LT, #THO L, SBENBEREES. B
PRI 2 & Jn 7 B RE R Y 57,

B, AKEHOFG L2 MNATBOE N EE RS R OSSR R kit
MI¥EN B AREFEBAREEHESAAR, HAREMKHEEGSARE, —RIEEEA
AARBRRREED SR, IRIEETENCKEERERR - VD TESSE, B e
TR AR EREMKG - VD ZERZERE KOS SEGRREERE O TEMT 5 2
LELTWET,

174 R—=2



Gl
ERRp a7 0 7T DD — A BT D B T Tt & S O Bl 2o T

ZZTRTOIE, AROERMS S ITRe D EREG T 077 ABGICAET D 2R
[ZOWTHRHIZIRY EFBE L0 THhsZ LICHETDHZ L, ERERSIICETE —
T R ) BMA T TRt S BT OV, [EREE O RS IEEAGR R FE O ERUCER L
BT REFHEIIOWT) OFpk 26 45 11 7 20 BN SRS 1120 55 1 5B 978 KE
BEEsHEE (EEELS - BAERFESRGEAEEEY) B, [EEERO —HETICE
9 FHUTHONT] (CFRk 20 45 10 A 23 HAHT HRAMIES 1023001 52T EA EHE R AR
FHEEHEREER S EETEEREM, LT TIH—Z8EEN L\v),) KO TEEES
D—IIEFAE D AR F T S SO BRSO T CFAE 29 4 7 J 31 B A1 3R 065
% 0731 % 5 BIRA A EIE - ATEHA R R GR A E IR EBA) 1O7 L CE 2Bk
WEEBRELTLHI L,

7B, LBl RTHOTH Y BIE MR OXIG & e 2 FFNE N —EBZE H&GR
A OBMETRONTIL S LETRWVEFIL I SIZRS O TIERV, ERoFHIC
BB OWTIE, LEIE U, MONIITBRE A E IR R R G ST 8 8GR
FEREBINAHRR SAL72 0,

1. BSOS &7 5 FHp)
WITRTEFNCOWTIE, T D OEFEEITHE ) ERME S L COMEDBN - 2%
ENRWNGEICIRY | BUMETRORMRL 2D,
1) BT 077 5080y a— RIRGE~OL T LB
(A1)
R 7 0 7T N DVD EOFEREHA TIGE L TV A ELRIZ oW T, ¥ v
— FEGEBICE T TBINT 5354,
2) EACBRE ORE ZAT O BUERT OB - 2 - HIkR
(1)
RS T 1 ST N AR TIRGE L QWL 2 # 7 v u— RERFE~ZEE L
7o 2 LT, B ORE 21T 9 BUERT A HIBR T 2 56
EftaR 7 1 /T L Z T a— RIRGE LT 2 B & SRd iR C oIk FE~Z5 5
SAFFLEFAAR TOIIEZ IBINT D Z LT, B ORE 217 5 BU&ERT 21800
XIIEET H54.
3) BIERECTH D 0S OFEIEZ 7 U REIEDBN - A5 - KBk
UTOFEFOH 5, BifEEREETH 5 0S EOFEOEFICE N T, EFERE LTo
i B SUTRI R K O OMEREICE R % 5 2 I WA,
OLH PC TEMET HBULICOWT, 7 7 U RBRECTOEEZEMNT 554
(Fp1)

24 R—



« JUHPC (Windows 7) TEMET 2O NT, 7 77 FREETHEERGE
ThHhHZ LEBMT 256, B, ZO5AIE. 77V FRETENT 720

DEAFIIEDEE b &L, )
QR HTHOBEERIETH L 0S ~DOLH - 1B/

(1)
i0S 10 TENWET D RnIZXIL T, B2 H2HE O 0S TH D Android 6.0 Z 8
fEBREL L LTy 2454,

4) F—5 O NN T B FRERBAEOEN - HIFR
THET D) TR

(i)
ERAIE T 0 75 DI 55— 8 DAMAELTS (G
%/El\o

ZDVD & LCTWead, USB AE Y ZBIXITEET S

IO OEEFITVER R & L CORREOEM - ZH

2. —HETEAR
FELROMBMA T OWNT O TR X b LB T2,

AR T FHNUZDNTIE,
N WVIGEITRY | AT KGR
B, WO—ERFERHICITEEE ML ET 5 2 LI E SN,
1) ERES T 0 75 AOEFRE CH S 0S EOZEE - B0 - Yk (EFEESEE LTo
i F B ST R R N OPEREIC B % 5. 2 7 WA TR D, )

OEFMEREETH D 0S X"—2 a OB - 2558 - HIER,

(Z=H1)
% LC. Windows X 283 2346

Windows 7 COEMEZ T L TV 5 T 5|
0S BEE LD — B R T IO ENEBREE D 0S 5 E A5 Windows XP % YRR

-
—

L
QEFBE L L THWATF —FR—2%ED N N— g OB - 28

(F=451))
MS SQL Server2012 £ THONN—Y g FEifERIEEE L THREL TWARIEIC

DONWT, FORMA—D g U EBINT 555
F— A R—=2ZOEMERE L LT Java 7.0 ZFEE L T2 L1z Java 8.0 &

BINSIIEE T DA,
2) BEEREE & L CHERR T 20U PC ofFsii R oE N - 25 - HikR

(=FEH1)
WS SCENCFOH L7z HESE S A ULH PC L&A T4 5846, (0S OFEFEAZE F I
EEv,)
3) AT 2 RERBEADZE T < BN - IR

(F+45)
G D RLEIEA & LT DVD ZHRIE L TV ey, ZOfRELHIRT 256 . USB

AEUANERTHIGE T USB AEY ZBMNTHRET 255

34 R—T



4) A VA M=/ AR O DN T

B ER 7 0 7T bk SRR AR TR T 255G . — oo GUEREHE) e A v
A=A TEBHEE CLT T4 2 F—Laie] Lv9,) ICoWTIiE, KRES
WZRHZE L2V DOTHY | A A M /LA OERIZOWNTIE, A AR
FEE R OBMATRONWT IO FHE b LE TRV, B, A VA b—/VAlfERIz >
WTCH X TEARBZEICRHMLIEEATH, 4 VA M VABEEOEFICOWTIE, —
S KR S L OIS E RO WO TR & b TR,

(ZEf)

B (DVD THERS) 13, A VA b —VREEBE 1B E LTV, 3HRETH
AT T 558,

B, A VA M= VTTRERUIII SUEICREE TR E I L3 o TviRnad, Bl
RFEENBR LA VA F—VEE X TSN D 2 & 2B, IR CEICE
BHELE LTA VA ML EFR#H L THL R, ZORHOLEH IO N TEH, —
R SRR FE M OIS R DO WT LD FRe & BTN,

Uk

48 R—S



